CYBER
4 SECURITY
COUNCIL'

Standard of Professional Competence
and Commitment:

INCIDENT RESPONSE




Contents

Incident Response ContextualisSation ... 1
P ACTONYM LIiSTaiiiii e 2
[ [ R (e Yo [¥ Tt £ T Y o W0 TSSO 2
P ASSESSMENT it Error! Bookmark not defined.
» Contextualisation Table.....ncicecee, Error! Bookmark not defined.

» ACRONYM LIST

Council UK Cyber Security Council

ChCSP Chartered Cyber Security Professional

PriCSP Principal Cyber Security Professional

PraCSP Practitioner Cyber Security Professional

ACSP Associate Cyber Security Professional

UKCSC SPCC UK Cyber Security Council Standard of Professional
Competence and Commitment

Assessor A Council approved, trained and professional registered
individual

Competences Requirements listed in the UKCSC SPCC

» Introduction:

The UK Cyber Security Council (Council) is a Royal Chartered organisation, setting
industry standards and awarding professional titles for those working in the cyber security
profession. The Council is responsible for holding the register of the UK's first Chartered
Cyber Professionals.

The Council’s mission is that the UK becomes the safest place in the world to work and live
online. As part of this, it is important that the Council creates a vibrant and diverse cyber
security professional, capable of cultivating the skills needed to ensure the UK is a world
leader in cyber security.

The UKCSC SPCC is an overarching Standard and the Council, with support from industry,
is creating contextualisation across 16 industry areas to support professional registration.
They are referred to as specialisms. More information is available on the Council’s website
https://www.ukcybersecuritycouncil.org.uk/

This document has been created with the support of organisations such as The Cyber
Scheme, CREST, SANS and IASME, to contextualise the overarching Standard, showing
the typical types of working evidence, you can provide to meet the competence and
commitment statements for the professional titles listed in the UKCSC SPCC.


https://www.ukcybersecuritycouncil.org.uk/

» Assessment

In line with other specialisms, of the *competences described via the UKCSC SPCC, the
candidate will be expected to demonstrate a thorough and detailed knowledge of at least
80% whilst the remaining 20% will be demonstrated at, at least, an acceptable but lower
level of understanding.

» Contextualisation

The below table provides a comparison of the types of evidence and level of competence
an individual may demonstrate for the two professional titles, Chartered Cyber Security
Professional and Principal Cyber Security Professional.

The Chartered guidance below is building on the guidance described for the Principal
category, it expands the level and depth of competence expected to be demonstrated by
someone aligning with the Chartered category of professional registration.

This should not be viewed as a checklist but as a guide to the areas where knowledge will
be expected and where various specialist areas of knowledge can be demonstrated. The

interviewers will be using this guide as the basis for their questioning and challenging to

assess the level of knowledge and understanding in each area.



Competence Practitioner Principal Chartered

Reference from
UKCSC SPCC Example of evidence Example of evidence Example of evidence




Competence Practitioner Principal Chartered

Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
Competence A: e Can recognise common incident e Understands the elements of a cyber e They can apply their knowledge and
Knowledge, types and patterns and apply incident and can apply the principles  experience to new/unknown incident
Understanding & incident response procedures to  of incident management to undertake  response situations and can apply
Experience familiar scenarios with limited relevant courses of action to deliver their knowledge and the

supervision, seeking guidance the desired outcome. methodologies to tackle those
for new or more complex situations with no difficulty.
situations. ¢ Can provide guidance to an
organisation on different solutions to a ¢ Can take input from the customer
e Can gather relevant information ~ problem, whilst being independent and team members and apply their
about incidents and propose and objective for the considerations own knowledge and experience to
potential courses of action under  for the situation. formulate the plan and direction of
supervision, understanding the an incident investigation.
importance of objectivity in ¢ Has the subject matter knowledge to
incident handling. resolve challenges faced before them e Can both direct and execute the
and adequate experience to seek incident investigation, deal with
¢ Can handle routine aspects of advice from colleagues or a team unforeseen challenges, problems
incident investigation under manager when required. and customer inputs/constraints,
guidance, recognise common whilst operating within the
challenges, and understand constraints of customer and
when to escalate issues beyond regulatory/legal requirement.

their experience level, while
maintaining awareness of
customer and regulatory
constraints.




Competence Practitioner Principal Chartered
Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
Competence B: e Can communicate routine e Presents feedback, plans, updates and e Can communicate with all different
Communications & incident response briefs, updates recommendations to the organisation  stakeholders to convey the relevant
Interpersonal Skills and actions clearly to immediate  in a non-technical manner, using points about incident response and

team members and language appropriate to the audience. cyber security, whilst being sensitive
stakeholders, adapting technical to stakeholders’ knowledge levels,
terminology when needed, and e Can explain and convey the main role within organisation and
recognise when complex matters objectives and impact of a situation experience.
need to be escalated to more and what it means to the organisation
experienced colleagues. without the need for technical jargon. els comfortable and willing to
challenge assumptions and

e Can raise questions about inaccuracies where necessary, to do
potential issues in a constructive the right thing for the organisation
manner when confident in their and can receive and accept input

position, and receptive to from team members, peers and



Competence Practitioner Principal Chartered

Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
feedback and guidance from seniors, and apply it appropriately
others. Able to explain incident and objectively without prejudice.

implications using
straightforward examples.

Competence B: ¢ Can maintain professional e Has the ability and resolve to deal with e Has the ability to prevent and resolve

Communications & behaviours and focus when all different types of people, with conflicting situations, obtain the best

Interpersonal Skills working with different differing knowledge and stress levels  results from team members and
stakeholders during routine during a cyber incident and has the stakeholders across a multiple of
incidents, recognises potential ability to escalate to senior members  situations relating to incident
conflicts, and knows when and of the team where necessary. response.

how to seek support from more
experienced team members. ¢ Can demonstrate patience to and e Can act as the final escalation point



Competence Practitioner Principal Chartered
Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
understanding of the stakeholder's for resolutions and direction of
¢ Can show empathy towards situation and feelings whilst involved in  differing situations or opinions.
stakeholders during routine a cyber incident.
incidents, recognising common ¢ Can lead the team and stakeholders
stress indicators. Understands through a multitude of different
the importance of escalation situations and personal feelings
processes and can relay during an incident to obtain the best
concerns to senior team and most productive results for all
members when necessary. involved.




Competence
Reference from

Practitioner

Principal

Chartered

UKCSC SPCC

Competence B:
Communications &
Interpersonal Skills

Example of evidence

¢ Can contribute to project
planning activities under
guidance, showing awareness of
simple prioritization techniques.
Able to explain fundamental
costs associated with common
security measures and recognise
the importance of aligning
security efforts with business
needs.

¢ Can adapt to minor changes in
plans or tasks when directed,
showing flexibility in approach.
Able to articulate reasoning
behind simple security decisions
and seek guidance when faced
with pushback or the need for
significant plan adjustments.

¢ Can actively listen to and
acknowledge input from
immediate team members
during routine situations. Able to
relay relevant information from
peers to supervisors and
recognise the potential value of
diverse perspectives in problem-
solving scenarios.

Example of evidence

e Understands how to prioritise, set
tasks, utilise planning methodologies
and consider business requirements.
Including costs, ROl and also how to
justify the security investment within
the context of the organisation.

Example of evidence

e Can assist in the final sign off and
presentation of a plan, methodology
or budget etc, whilst considering the
wider organisational needs and
constraints and with the ability to
justify their decisions constructively
and confidently.

e Can work with any necessary changes
seamlessly and is not afraid to push
back and defend or adapt their plan
when required to do so.

e Can take input from team members
and organisational contacts during
these situations and utilise them for
the benefit of the situation.



Competence Practitioner Principal Chartered
Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence

Competence C: e Can effectively participate in e Experience of formulating plans, ¢ Can provide direction, sign off and
Collaborative team activities, showing setting tasks with deadlines both for constructive criticism to ensure
Management, willingness to take on additional team members and oneself. Capable  objectives, deadlines and
Leadership & responsibilities under guidance.  of managing expectations including organisational requirements are

Mentoring Demonstrates mentoring skills by dealing with changeable situations. achieved on time and up to the



Competence Practitioner Principal Chartered

Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
assisting entry-level colleagues necessary quality standard.
with routine tasks and sharing
learned experiences. e Can formulate and present plans to
stakeholders and can manage
e Can manage personal tasks and problems, changes and limitations on
deadlines effectively, while the situation with ease resulting in a
assisting in the coordination of positive outcome.

small team activities under
guidance. Demonstrates
awareness of quality standards
and begins to provide
constructive input on peer-level
work. Able to adapt to minor
changes in task priorities when
directed.

e Can manage personal tasks and
deadlines effectively, while
assisting in the coordination of
small team activities under
guidance. Demonstrates
awareness of quality standards
and begins to provide
constructive input on peer-level
work. Able to adapt to minor
changes in task priorities when
directed.




Competence Practitioner Principal Chartered

Reference from
UKCSC SPCC Example of evidence Example of evidence Example of evidence




Competence Practitioner Principal Chartered

Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
Competence D: e Consistently adheres to e Ensure the right action is undertaken e Ensure the values and standards are
Integrity established team values and at all times, ensure any mistakes are maintained within the team at all

standards in personal work. shared constructively and problems times and promote best practices
Demonstrates honesty by owned up to. No potentially negative ~ and lead by example.
acknowledging own mistakes situation is hidden or ignored to cover

and seeking guidance on how to for mistakes. e Provide guidance and resolutions to
address them. Shows awareness team members and organisational
of the importance of e Perform actions with the upmost contacts where required on matters
transparency and begins to integrity and independence and not relating to integrity and honesty, and
recognise potentially be swayed or bribed in any way. other points of professionalism or
problematic situations. contention of a similar nature.

e Demonstrates understanding of
professional integrity and
independence in routine tasks.
Recognises situations that may
challenge personal integrity and
seeks guidance from
experienced team members
when facing ethical dilemmas.
Shows awareness of the
importance of resisting undue
influence in professional
activities.




Competence
Reference from
UKCSC SPCC

Practitioner

Example of evidence

Principal Chartered

Example of evidence Example of evidence

Competence E:
Personal Commitment

¢ Reads and demonstrates
understanding of relevant codes
of conduct. Shows commitment
to compliance in day-to-day
activities and seeks clarification
when unsure about how specific
aspects apply to their role.
Begins to recognise the
importance of these codes in
professional practice.

e Demonstrates understanding of
how relevant codes of conduct
apply to their own role in
common situations. Can explain
elements of these codes to peers
when asked and shows
awareness of how they might
apply differently across simple
job functions.

¢ Consistently applies relevant

¢ Read, understand, commit and comply e Ensure all team members read,

with any relevant codes of conduct. Be understand, commit and comply with

able to understand where these fitinto any relevant codes of conduct.

their role and help junior team

members to do the same. e Help the team and relevant
stakeholders understand where these
fitinto their role and the relevant
situations as appropriate.

e Lead by example and promote the
values and standards of the relevant
membership organisations.




Competence Practitioner Principal Chartered

Reference from
UKCSC SPCC Example of evidence Example of evidence Example of evidence

codes of conduct in personal
work and demonstrates
commitment to professional
values. Shows interest in
understanding the broader
significance of these standards
and begins to recognise
opportunities to embody them in
day-to-day activities.




Competence Practitioner Principal Chartered
Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
Competence E: e Shows awareness of current ¢ Understands the application of the e Maintain up to date knowledge on
Personal Commitment  industry standards relevant to standards and how they are used as trends and new developments within

their role and demonstrates part of their role and how they can be  the industry to recognise
understanding of their utilised for the entity under new/upcoming standards that may
application in routine tasks. investigation. be relevant as well as determining
Begins to recognise the those that need application within
importance of staying informed the context of the organisation or
about industry developments team.

and seeks guidance on how new
standards might affect their work.



Competence Practitioner Principal Chartered
Reference from

UKCSC SPCC Example of evidence Example of evidence Example of evidence
Competence E: e Participate in internal discussions e Attend public conferences, partake in e Take the lead and promote the cyber
Personal Commitment  and knowledge sharing activities discussions, assist in knowledge security profession.

related to cyber security. sharing and generally promote the

profession. e Provide through leadership, input

e Actively engage in activities such and speak at public conferences

as team meetings and internal sharing experiences and educate
training sessions, external those around them.
training sessions, sharing
relevant cyber security e Enable team members to partake
experiences and insights. and do the same.

¢ Show willingness to learn from
colleagues and share knowledge
within the team.



Competence Practitioner Principal Chartered
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UKCSC SPCC Example of evidence Example of evidence Example of evidence




