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| ACRONYM LIST

Council UK Cyber Security Council

ChCSP Chartered Cyber Security Professional

PCSP Principal Cyber Security Professional

ACSP Associate Cyber Security Professional

UKCSC SPCC UK Cyber Security Council Standard of Professional
Competence and Commitment

Assessor A Council approved, trained and professional registered
individual

Competences Requirements listed in the UKCSC SPCC

' Introduction:

The UK Cyber Security Council (Council) is a Royal Chartered organisation, setting
industry standards and awarding professional titles for those working in the cyber security
profession. The Council is responsible for holding the register of the UK's first Chartered
Cyber Professionals.

The Council's mission isthat the UK becomes the safest place in the world to work and live
online. As part of this, it isimportant thatthe Council creates a vibrant and diverse cyber
security professional, capable of cultivating the skills needed to ensure the UK is a world
leader in cyber security.

The UKCSC SPCC is an overarching Standard and the Council, with support from industry,
is creating contextualisation across 16 industry areas to support professional registration.
They are referred to as specialisms. More information is available on the Council’'s website
https://www.ukcybersecuritycouncil.org.uk/

This document has been created with the support of organisations such as The Cyber
Scheme, CREST, SANS and IASME, to contextualise the overarching Standard, showing
the typical types of working evidence you can provide to meet the competence and
commitment statements for the professional titles listed in the UKCSC SPCC.



| Assessment

In line with other specialisms, of the *competences described via the UKCSC SPCC, the
candidate will be expected to demonstrate a thorough and detailed knowledge of at least
80% whilst the remaining 20% will be demonstrated at, at least, an acceptable but lower
level of understanding.

| Contextualisation

The below table provides a comparison of the types of evidence and level of competence
an individual may demonstrate for the two professional titles, Chartered Cyber Security
Professional and Principal Cyber Security Professional.

The Chartered guidance below is building on the guidance described for the Principal
category, it expandsthe level and depth of competence expected to be demonstrated by
someone aligning with the Chartered category of professional registration.

This should not be viewed as a checklist butas a guide to the areas where knowledge will
be expected and where various specialist areas of knowledge can be demonstrated. The
interviewers will be using this guide as the basis for their questioning and challenging to
assess the level of knowledge and understanding in each area.

Competence Principal Chartered

Reference from
UKcsc sPcc |Example of evidence | Example of evidence




Competence Principal Chartered

Reference from
UKcsc sPcc |Example of evidence Example of evidence

Competence A: e Understandsthe elements of a e They can apply their
Knowledge, cyberincident and can apply knowledge and experience to
Understanding & the principles of incident new/unknown incident
Experience management to undertake response situations and can

relevant courses of action to  applytheirknowledge and the
deliver the desired outcome. methodologiesto tackle those
situations with no difficulty.
e Can provide guidance to an

organisation on different ¢ Can take input from the
solutions to a problem, whilst customer and team members
being independent and and apply their own

objective for the knowledge and experience to
considerations for the formulate the plan and
situation. direction of an incident

investigation.
e Has the subject matter
knowledge to resolve e Can both direct and execute
challengesfaced before them the incidentinvestigation, deal
and adequate experience to  with unforeseen challenges,
seek advice from colleagues problems and customer
or a team manager when inputs/constraints, whilst
required. operating within the
constraints of customer and
regulatory/legal requirement.




Competence Principal Chartered

Referencefrom
UKcSc sPcc |Example of evidence Example of evidence

Competence B: e Presents feedback, plans, e Can communicate with all

Communications & updates and different stakeholders to

Interpersonal Skills recommendations to the convey the relevant points
organisation in a non- about incident response and
technical manner, using cyber security, whilst being
language appropriate to the sensitive to stakeholders’
audience. knowledge levels, role within

organisation and experience.
e Can explain and convey the
main objectives and impact of e Is comfortable and willing to
a situation and what it means challenge assumptions and
to the organisation without ~ inaccuracies where necessary,
the need fortechnical jargon. to do the right thing for the
organisation and can receive
and accept input from team
members, peers and seniors,
and apply it appropriately and
objectively without prejudice.

Competence B: e Has the ability and resolve to e Has the ability to prevent and
Communications & deal with all different types of resolve conflicting situations,
Interpersonal Skills people, with differing obtain the best results from

knowledge and stress levels team members and

during a cyberincident and  stakeholders across a multiple
has the ability to escalate to  of situations relating to incident
senior members of the team  response.

where necessary.



Competence Principal Chartered

Referencefrom
UKcSc sPcc |Example of evidence Example of evidence

¢ Can act as the final escalation
e Can demonstrate patience to point for resolutions and

and understanding of the direction of differing situations

stakeholder's situation and or opinions.

feelings whilst involved in a

cyberincident. e Can lead the team and
stakeholders through a
multitude of different situations
and personal feelings during
an incident to obtain the best
and most productive results for
all involved.

Competence B: e Understands how to prioritise, ® Can assist in the final sign off
Communications & set tasks, utilise planning and presentation of a plan,
Interpersonal Skills methodologies and consider methodology or budget etc,
business requirements. whilst considering the wider
Including costs, ROl and also organisational needs and
how to justify the security constraints and with the ability
investmentwithin the context to justify their decisions
of the organisation. constructively and confidently.

e Can work with any necessary
changesseamlessly and is not
afraid to push back and defend



Competence Principal Chartered

Referencefrom
UKcSc sPcc |Example of evidence Example of evidence

or adapt their plan when
required to do so.

e Can take input from team
members and organisational
contacts during these
situations and utilise them for
the benefit of the situation.

Competence C: e Experience of formulating e Can provide direction, sign off
Collaborative plans, setting tasks with and constructive criticism to
Management, deadlines both for team ensure objectives, deadlines
Leadership & members and oneself. and organisational
Mentoring Capable of managing requirements are achieved on
expectations including time and up to the necessary
dealing with changeable quality standard.
situations.

¢ Can formulate and present
plans to stakeholders and can
manage problems, changes
and limitations on the situation
with ease resultingin a positive
outcome.




Competence Principal Chartered

Referencefrom
UKcSc sPcc |Example of evidence Example of evidence

Competence D: e Ensure the right action is e Ensure the values and

Integrity undertaken at all times, standards are maintained
ensure any mistakes are within the team at all times and
shared constructively and promote best practices and
problems owned up to. No  lead by example.

potentially negative situation
is hidden orignored to cover e Provide guidance and

for mistakes. resolutions to team members
and organisational contacts
e Perform actions with the where required on matters
upmost integrity and relating to integrity and
independence and not be honesty, and other points of

swayed or bribed in any way. professionalism or contention
of a similar nature.

Competence E: e Read, understand, commit e Ensure all team members read,

Personal Commitment and comply with any relevant understand, commit and
codes of conduct. Be able to  comply with any relevant codes
understand where these fit ~ of conduct.




Competence Principal Chartered

Reference from
UKcSc sPcc |Example of evidence Example of evidence

into their role and help junior

team members to do the e Help the team and relevant

same. stakeholders understand
where these fit into their role
and the relevant situations as
appropriate.

e Lead by example and promote
the values and standards of the
relevant membership
organisations.

Competence E: e Understands the application e Maintain up to date knowledge
Personal Commitment of the standardsand howthey on trends and new

are used as part of theirrole  developments within the

and how they can be utilised industry to recognise

for the entity under new/upcoming standards that

investigation. may be relevant as well as
determining those that need
application within the context
of the organisation or team.




Competence Principal Chartered

Referencefrom
UKcSsc sPcc |Example of evidence Example of evidence

Competence E: e Attend public conferences, e Take the lead and promote the
Personal Commitment partake in discussions, assist cyber security profession.
in knowledge sharing and
generally promote the e Provide through leadership,
profession. input and speak at public
conferences sharing
experiences and educate those
around them.

e Enable team members to
partake and do the same.




